CIS 221 Lab 11 Configuring TCP/IP Addressing and Security


Lab 11 Configuring TCP/IP Addressing And Security
This lab contains the following exercises and activities:

· Exercise 11-1: Creating Subnets

· Exercise 11-2: Creating Supernets

· Exercise 11-3: Configuring Firewalls

· Lab Review Questions

· Lab Challenge 11-1: Creating a Six-Host Subnet

Scenario

Currently, Contoso, Ltd., uses a Class A address space of 10.10.10.0/24. However, the marketing department, which operates almost as a separate company, has obtained a Class C address space.

You will need to configure this address space into subnets according to the desires of the marketing department.

Also, on your home network, you have installed Service Pack 3 for Microsoft Windows XP, which has automatically started Windows Firewall. You have lost connectivity to some parts of your network and need to configure Windows Firewall to allow exceptions so that your network works as desired.
After completing this lab, you will be able to:

· Configure subnets and supernets.

· Configure Windows Firewall.

Before You Begin
Establish your network connection using the following steps.

1. Log on as local Administrator.

2. From the Start menu right click on My Computer and select Properties

3. From the Computer Name tab click on Change.

4. In the Computer Name Change dialog box erase .local from the Domain box.

5. Click OK

6. In the Computer Name Chang dialog box in User name type Administrator and in the Password box type none.

7. Click OK

8. After a few seconds you will be welcomed to the Contoso domain click OK.

9. Click on the dialog box that tells you that you must restart your computer.

10. Click OK in the Systems Properties dialog box.

11. Click Yes in the Systems Setting Change dialog box, you computer will shut down and restart.

12. Log on as local administrator.

13. From the start menu select Control Panel
14. Select Security Center

15. Open the Windows Firewall and make sure that it is Off.

16. Close all windows.

There are no prerequisites for this lab.

This lab uses the variable xx to refer to your number so that your computer name is referred to as Computerxx and your student identity as Studentxx. You are asked to pair with another student in this lab. Your partner's number is referred to as yy.

This lab uses variables to reference the last octet of some IP addresses. The last octet of your computer's IP address will be referred to as i, and the last octet of your partner's computer's IP address will be referred to as j.

Important This lab configures Windows Firewall, which must be disabled once the lab is complete for future labs to work correctly.

Exercise 11-1: Creating Subnets
The marketing department wants to be separated into subnets for greater security and restricted access between groups. You need to assign IP addresses and subnet masks in the 192.168.0.0/30 address space so that there is room for two hosts in each subnet.

Note:  A subnet mask of 30 bits would rarely, if ever, be used in a work environment, because it does not leave enough address space for more than two hosts. However, for the purposes of this lab, it demonstrates subnetting while requiring interaction with only a few students to test the subnet.

Creating Subnets

The following steps will create a subnet in the 192.168.0.0/30 address space.

1. Log on with your local Administrator account (the password is P@ssw0rd).

2. From the Start menu, select Control Panel.
3. In Control Panel (in Category view), click Network And Internet Connections.

4. On the Network And Internet Connections page, click Network Connections.

5. Right-click Local Area Connection, and then select Properties.

6. In the Local Area Connection Properties dialog box, select Internet Protocol (TCP/IP) and then click Properties.

7. In the Internet Protocol (TCP/IP) Properties dialog box, in the IP Address text box, in the Subnet Mask text box, type 255.255.255.252.
Question 1: Assuming the address space is Class C, how does this subnet mask apportion the remaining available 8 bits between subnet addresses and host addresses?

8. In the IP Address text box, for the first three octets type 192.168.0 and enter the fourth octet according to the following table. (Ensure that you and your partner assign consecutive fourth octets.)
	Student Number
	Fourth Octet

	1
	5

	2
	6

	3
	9

	4
	10

	5
	13

	6
	14

	7
	17

	8
	18

	9
	21

	10
	22

	11
	25

	12
	26

	13
	29

	14
	30

	15
	33

	16
	34

	17
	37

	18
	38

	19
	41

	20
	42


Question 2: The subnet mask that you used specifies 2 bits for the host portion of the IP address. After subtracting 2 for reserved addresses, how many possible addresses can 2 bits represent on each subnet?

9. In the Internet Protocol (TCP/IP) Properties dialog box, click OK.
10. In the Local Area Connection Properties dialog box, click Close.

11. Leave the Network Connections window open.
Testing the Subnet

The following will use the Ping command to test the boundaries of the subnets that you just created.

1. From the Start menu, select Run.

2. In the Run dialog box, in the Open text box, type cmd.

Important: Wait until your partner has completed the previous steps before continuing.

3. In the command prompt window, at the command prompt, type ping 192.168.0.j and then press ENTER.

Question 3: Is the ping successful and why?

4. Find the IP address of a student who is not your partner, and ping that IP address.

Tip: When using the command prompt window, you can press the Up Arrow key to display the previous command, and then press ENTER to exe-cute it, or you can modify the command and then press ENTER to execute the modified version.

Question 4: The host IP address that you specified in the Ping command exists on the classroom network, so why does Ping give a Destination Host Unreachable message?

5. Leave the Network Connections window and the command prompt window open.

Exercise 11-2: Creating Supernets
The subnets created in the previous exercise have proven to be too small. You need to combine these networks by adding another bit to the host address space, which will remove a bit from the network address space.

1. In the Network Connections window, right-click Local Area Connection and then select Properties.

2. In the Local Area Connection Properties dialog box, select Internet Protocol (TCP/IP) and then click Properties.
Question 5:  The current subnet mask is 255.255.255.252 or 11111111.11111111.11111111.11111100 in binary. The new subnet mask is going to be 11111111.11111111.11111111.11111000 in binary. What is the value of this mask represented in decimal?. 
3. In the Internet Protocol (TCP/IP) Properties dialog box, in the Subnet Mask text box, type the mask calculated in the previous inline question.

4. In the IP Address text box, for the first three octets type 192.168.0 and enter the fourth octet according to the following table. (Ensure that you and your partner assign consecutive fourth octets.)

	Student Number
	Fourth Octet

	1
	9

	2
	10

	3
	11

	4
	12

	5
	13

	6
	14

	7
	17

	8
	18

	9
	19

	10
	20

	11
	21

	12
	22

	13
	25

	14
	26

	15
	27

	16
	28

	17
	29

	18
	30

	19
	33

	20
	34


5. In the Internet Protocol (TCP/IP) Properties dialog box, click OK.

6. In the Local Area Connection Properties dialog box, click Close.

7. Leave the Network Connections window and the command prompt window open.

Testing the Supernet

The following will test the boundaries of the new supernetted address space.

IMPORTANT Wait until your partner has completed the previous task before continuing.

1. In the command prompt window, at the command prompt, type ping 192.168.0.j and then press ENTER.

 Question 6:  Was the ping successful?

2. In the Local Area Connection Properties dialog box, click Close.

3. Leave the Network Connections window and the command prompt window open.

Restoring Previous TCP/IP Settings

The following steps will restore the 10.10.10.0/20 network, which is necessary for the completion of this and future labs.

In the Network Connections window, right-click Local Area Connection and then select Properties.

1. In the Local Area Connection Properties dialog box, select Internet Protocol (TCP/IP) and then click Properties.

2. In the Internet Protocol (TCP/IP) Properties dialog box, in the IP Address text box, type 10.10.10.2xx.

3. In the Subnet Mask text box, type 255.255.0.0. 
4. In the Default Gateway text box, type 10.10.10.30.
5. In the Preferred DNS Server text box, type 10.10.10.200
6. In the Alternate DNS Server text box, type 10.10.10.30
7. Click OK.

8. In the Local Area Connection Properties dialog box, click Close.

9. Close the Network Connections window.
Exercise 11-3: Configuring Firewalls
Your home network has just been upgraded with Service Pack 2 for Windows XP, and you want to take advantage of the security that Windows Firewall offers.

TIP It is highly recommended that you run Windows Firewall, or a third-party firewall, on your home network, especially if your computers are connected directly to the Internet. On some networks, a computer attached to the Internet will be infected within seconds of starting, sometimes before you even log on.

Enabling Windows Firewall

The following steps will enable Windows Firewall.

1. From the Start menu, select Control Panel.

2. In Control Panel, click Security Center.

3. In the Windows Security Center, click Windows Firewall.
4. In the Windows Firewall window, select On (Recommended). Ensure that the Don't Allow Exceptions check box is selected, as shown in the following figure. 
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5. Click OK.
6. Close Control Panel, but leave the Windows Security Center window open
Configuring Exceptions

Windows Firewall will block all unrequested packets that are not configured as exceptions. Exceptions are quite flexible and can be configured according to the source of the packets, the program transmitting the packets, and the subnet, and according to other parameters.

Excepting Ping, the ICMP Echo Request

Most users assume that if a computer is online and connected to a network, it will respond to a ping. However, ICMP (Internet Control Message Protocol) must be enabled, and the computer must allow and respond to the ping (echo request) for it to work.

1. Open a command prompt window.

IMPORTANT Wait until your partner has completed the previous step before continuing.

2. In the command prompt window, at the command prompt, type 
ping▲10.10.10.2yy and then press ENTER.
Question 7: Windows Firewall on your computer and your partner's computer are both set to allow no exceptions. When you try to ping your partner's computer, is the ping defeated by the firewall on your computer or on your partner's computer?
IMPORTANT Wait for your partner to complete the previous step before continuing.

3. In the Windows Security Center, click Windows Firewall.

4. In the Windows Firewall dialog box, on the General tab, clear the Don't Allow Exceptions check box.

5. On the Exceptions tab, in the Programs And Services list box, ensure that all the check boxes are cleared.
6. Click OK
7. Open the Windows Firewall
8. On the Advanced tab, in the ICMP section, click Settings.

9. In the ICMP Settings dialog box, select the Allow Incoming Echo Request check box and then click OK.

10. Click OK in the Windows Firewall dialog box.

IMPORTANT Wait until your partner has completed the previous step before continuing.

11. In the command prompt window, at the command prompt, type 
ping▲10.10.10.2yy and then press ▲. 
Question 8: Was the ping successful and why? 
Excepting File and Printer Sharing

The following steps will allow you to connect to shared folders and printers on other hosts in the network.

1. From the Start menu, select Run.

2. In the Run dialog box, in the Open text box, type \\10.10.10.2yy and then press ENTER.

3. After a few moments, a \\10.10.10.2yy message box will appear. 
Question 9: Summarize what the message box says.  
4. Click OK.
5. Open the Windows Firewall dialog box, and on the Exceptions tab, select the File And Printer Sharing check box. Click OK.
IMPORTANT Wait until your partner has completed the previous step before continuing.

6. Open a Run dialog box, and in the Open text box, type \\10.10.10.2yy and then press ENTER.

7. A 10.10.10.2yy window will appear. 
Question 10: Why can you now see your partner’s window?  

8. Close the window.

Configuring Logging 
You want to configure logging with Windows Firewall so that if you suspect an attack, you can use the log to help determine the source.

1. In the Windows Firewall dialog box, on the Advanced tab, in the Security Logging section, click Settings.
Question 11:  What is the path of the log file?

2. Select the Log Dropped Packets and Log Successful Connections check boxes. Click OK.

3. In the Windows Firewall dialog box, click OK.

4. From the Start menu, select Control Panel.

5. In Control Panel, click Switch To Classic View.

6. Double-click Administrative Tools.

7. In the Administrative Tools window, double click Services.

8. In the Services console, in the details pane, right-click Messenger and then click Properties.

9. In the Messenger Properties (Local Computer) dialog box, on the General tab, in the Startup Type drop-down list, select Manual and then click Apply.

10. Click Start.

11. Wait for the service to start, and then click OK.

12. Close the Services console.

13. In the Administrative Tools window, click Back.

14. In Control Panel, click Switch To Category View and then close Control Panel.

IMPORTANT Wait until your partner has completed the previous step before continuing.

15. From the Start menu, select Run.

16. In the Run dialog box, in the open text box, type net send computeryy outbound message from Computerxx and then press ENTER
IMPORTANT Wait until your partner has completed the prvious step before continuing.

17. In the Messenger Service message box, notice the time of the transmission and then click OK.

18. From the Start menu, select My Computer.

19. In the My Computer window, double-click Local Disk (C:).
20. In the Local Disk (C:) window, double-click Windows.
21. In the Windows window (click Show The Contents Of This Folder, if required), find and double-click the file Pfirewall.log.

22. In Notepad, find the log entry that corresponds exactly to the time that was displayed on the message. 
Question12: What happened at the time the message was received? 

23. Close all open windows.
24. Shut down the computer

Lab Review Questions
IMPORTANT Questions 1 and 2 refer to the IP address and the subnet mask that you assigned in Exercise 11-1, "Creating Subnets."

1. What is the binary equivalent of the subnet mask and the IP address that you assigned to your computer?

2. Your IP address is a subnetted Class C address of 192.168.0.30/28. How many hosts can exist on this subnet, after subtracting two for reserved addresses (all Os and all 1s)?

3. You have installed Windows Firewall on your home network and want to play a game over the local area network. You have added the game to the exceptions list, but want to further restrict access to the computers that will be involved specifically. How can you do this?

4. You run a simple Web server on a workstation running Windows XP behind Windows Firewall. You suspect that it has been under attack and that Windows Firewall has successfully thwarted the attacks. When you look at the Pfirewall log, it has many entries, including successful connections, and it is hard to sort through all of them. How can you reduce the number of entries in the log but still see if there are dropped packets that might be attempted attacks?
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